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CESER Overview and Priorities
CESER Mission: To enhance the security of U.S. critical energy infrastructure to
all hazards, mitigate the impacts of disruptive events and risk to the sector overall
through preparedness and innovation, and respond to and facilitate recovery from
energy disruptions in collaboration with other Federal agencies, the private sector,
and State, local, tribal, and territory governments.

5 Priorities:

4

1.

Increase visibility of cyber threats targeting energy companies’ ICS

2.

Identify supply chain threats + vulnerabilities

3.

Encourage “Security by Design”

4.

Build energy security capacity in the industry + SLTT community

5.

Be ready to support restoration efforts when an incident does occur

Why Cybersecurity?
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Collaboration and Coordination is Essential
State, Local, Tribal, and
Territorial (SLTT) Governments
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Energy Government
Coordinating Council (EGCC)

Industry Councils

CESER’s Cybersecurity Resources
Tools and Technology

100-Day Plan Goal: Enhance cybersecurity
in the electricity sector by assisting
companies as they take concrete measures
like deploying sensors to detect cyber
threats and improve response capabilities in
near real-time on critical networks.

Cybersecurity Risk
Information
Sharing Program
(CRISP)
7

Capacity Building

Cybersecurity for Distributed Energy Resources (DER)

A SETO sponsored project to mitigate cybersecurity risks and
consequences in solar energy developments.

CATSS Objectives
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CESER Contact Information
Kate Marks
Deputy Assistant Secretary, ISER
Kate.Marks@hq.doe.gov
202-586-9842

Justin Cooksey
Energy Industry Sector Specialist
Justin.Cooksey@hq.doe.gov
727-480-5967

For more information: www.energy.gov/ceser
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DOE Cybersecurity Priorities and
Initiatives in Renewable Power Sector
Alejandro Moreno
Deputy Assistant Secretary, Renewable Power Sector
U.S. DOE-Energy Efficiency and Renewable Energy

U.S. DEPARTMENT OF ENERGY

OFFICE OF ENERGY EFFICIENCY & RENEWABLE ENERGY
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Renewable Generation is Growing Rapidly
Q2 2021 data
snapshot from SEIA

Installed Solar
Capacity

109
GW

Price decline in
last 5 years

36%

Annual Growth
in last 10 years

42%

Fraction of
Electricity
Generation

4%

U.S. DEPARTMENT OF ENERGY

OFFICE OF ENERGY EFFICIENCY & RENEWABLE ENERGY
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And must continue to expand 2035-2050 to reach net zero
Global electricity supply, IEA Net Zero Energy by 2050 scenario
2035

80 000

Historical

TWh

NZE

Solar PV and wind
Hydro and other renewables
Nuclear
Hydrogen based
Fossil fuels with CCUS
Fossil fuels without CCUS

60 000

40 000

20 000

2000

2010

2020

2030

2040

2050

In IEA net zero pathway, renewables make up nearly 90% of electricity generation in 2050,
U.S. DEPARTMENT OF ENERGY

OFFICE OF ENERGY EFFICIENCY & RENEWABLE ENERGY
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Overall Priorities in Renewable Power
RDD&D efforts in solar, wind, water, and geothermal power to help reduce the costs and
accelerate the use and integration of renewables in a reliable, secure, and resilient grid.
(Joint with
OE)

Sustain Cost Reductions

Accelerate Deployment
Accelerate deployment of existing
technologies by:
• Addressing market and
regulatory barriers,
• Minimizing environmental and
social impacts
• Ensuring projects provide
equitable and local benefits

Drive continued cost reductions
to:
• Ensure renewable energy is a
least-cost generation option
across the entire country by
2035
• Ensure growth continues to
accelerate through 2050 to
match newly electrified loads

Support U.S.
manufacturing and
secure supply
chains
U.S. DEPARTMENT OF ENERGY

OFFICE OF ENERGY EFFICIENCY & RENEWABLE ENERGY

Increase Resource
Flexibility & Diversity
Maximize flexibility and reliability
of generation & load through:
• New short and long-duration
storage
• Enhance flexibility of variable
generation and load
• Ensuring sufficient firm, flexible
generation

Support a Modernized
Grid

Optimize grid infrastructure & mgmt.
to an RE-led system, through:
• Expanded transmission
• Enhanced power system planning,
operations, and resilience
• Advanced grid technologies
• Updated regulations and market
design

Ensure renewable energy technologies benefit workers and communities by
• Supporting clean energy workforce and new careers,
• Ensuring RE revenues and benefits are equitably distributed
• Minimizing life-cycle emissions
• Eliminating dependence on vulnerable or unsustainable materials
13

Solar Energy Priorities and Selected Goals
Top Priorities

Key Goals by 2030

1) Accelerate solar deployment and associated job
growth by opening new markets, providing workforce
training, growing U.S. manufacturing, reducing
environmental impacts, and putting a focus on energy
justice.

Rapid Deployment Benefitting All Americans
• Enable 3-4x faster deployment (70 GWAC/yr)
• Solar hardware installed in the U.S. has at least
60% domestic content
• 100% of energy consumers can choose solar
without increasing energy costs by 2025
High Reliability Electricity
• Demonstrate reliable operation of a grid with
75% inverter-based generation by 2025
Low-Cost Electricity
• $0.02/kWh for utility-scale photovoltaics
• $0.05/kWh for concentrating solar power
Decarbonizing the Industrial Sector
• $0.02/kWh for solar process heat at a range of
temperatures by 2025

2) Enable inverter-based technologies to provide essential
grid services and black start capabilities while
demonstrating the reliable, resilient and secure
operation of a 100% clean energy grid.
3) Reduce hardware and soft costs of solar electricity for
all Americans to enable an affordable carbon-free
power sector by 2035.
4) Support a decarbonized industrial sector with advanced
concentrating solar-thermal technologies and develop
affordable renewable fuels produced by solar energy.
U.S. DEPARTMENT OF ENERGY

OFFICE OF ENERGY EFFICIENCY & RENEWABLE ENERGY
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Cybersecurity a Key Challenge and an EERE Priority
Goal 1: Accelerate Cyber Resilience
R&D of EERE Operational
Technologies
1.1 Improve cybersecurity defenses and
resilience.
1.2 Mitigate vulnerabilities
1.3 Next-generation cyber resilient
technologies.

Goal 2: Increase EERE Stakeholder
Cybersecurity Awareness
2.1 Improve situational awareness.
2.2 Enhance EERE technology cybersecurity
maturity.
2.3 Identify opportunities for EERE
stakeholder participation in cyber incident
response exercises.
U.S. DEPARTMENT OF ENERGY

OFFICE OF ENERGY EFFICIENCY & RENEWABLE ENERGY
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EERE and SETO Activities Align With DOE’s Broader Cybersecurity Strategies

U.S. DEPARTMENT OF ENERGY

OFFICE OF ENERGY EFFICIENCY & RENEWABLE ENERGY
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Example Projects: DER Cybersecurity Standards (Sandia/NREL)
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U.S. DEPARTMENT OF ENERGY

OFFICE OF ENERGY EFFICIENCY & RENEWABLE ENERGY
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Enabling Solar Cybersecurity Solutions Through State Energy Office and Public
Utility Commission Engagement with Private Sector Partners (NASEO/ NARUC)
Project Summary
• NASEO and NARUC seek to help protect solar energy
infrastructure and the United States’ electric grid at large against
cyber threats by identifying opportunities for State Energy Offices
and Public Utility Commissions to pursue policies, plans, and
partnerships that support solar cybersecurity.
• NASEO and NARUC will establish a Solar Cybersecurity Advisory
Group, which will be composed of State Energy Officials, Public
Utility Commissioners, solar industry stakeholders, cybersecurity
experts, utility representatives, and others.
• The advisory group will review existing literature and policy
pertaining to solar cybersecurity to identify case studies, industry
best practices, and policy precedents that can be built into a series
of tools and resources to empower states to support cybersecurity
for solar infrastructure within their respective jurisdictions.

Key Milestones & Deliverables
Year 1:

Kickoff meeting
Guiding principles document
Launch toolkit development

Year 2

R&D period
Toolkit development period

Year 3:

Toolkit validation, review, and finalizing period
Toolkit showcasing and external stakeholder engagement

Project Impact
Proposed State Solar Cybersecurity Tools
Fundamental Solar Cyber
Risk Overview
Risk-Consequence
Diagrams

Cyber Risk Assessment Tools

Benefit Cost Analyses

Policy Tools to Mitigate
Threats and Encourage
Cybersecurity

FAQs

Solar Cyber Incident
Response Tools

Relevant Resource Directory

The intended end result is a more robust state cybersecurity posture through
greater inclusions of solar cybersecurity provisions among state, federal, and
private solar stakeholders. Because solar development in the U.S. is in its
infancy, states have the opportunity to develop parallel solar cybersecurity
frameworks and policies with increased industry growth and interconnectivity,
rather than retroactive ad hoc approaches. The solar cybersecurity toolkit and
feedback mechanism will serve as the base upon which future cyber threats
can be addressed by states and their partners.

18
U.S. DEPARTMENT OF ENERGY

OFFICE OF ENERGY EFFICIENCY & RENEWABLE ENERGY
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Firmware Cybersecurity Analysis Tools and Capabilities
(INL/NREL/SNL/ANL)

U.S. DEPARTMENT OF ENERGY

OFFICE OF ENERGY EFFICIENCY & RENEWABLE ENERGY
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In Conclusion
❑ The rapid deployment of renewables and distributed energy resources onto the
power grid presents significant challenges to energy sector cybersecurity.
❑ Must take a holistic approach in information technology (IT) and operation
technology (OT) risk management that encompass utility systems with
customer owned DER devices and third-party operated systems.
❑ Need to build community awareness and information sharing mechanisms to
incorporates equipment standards and vigorous testing, validation, and
certification – including global supply chains for products like solar inverters.
❑ The DOE and national labs can provide technical expertise, research and testing
capabilities, and funding to support industry
❑ Collaboration is crucial – within DOE program offices, other federal agencies,
state and local governments, and industry (e.g. SEIA members).
20
U.S. DEPARTMENT OF ENERGY

OFFICE OF ENERGY EFFICIENCY & RENEWABLE ENERGY
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+

Cybersecurity Advisory Team
for State Solar (CATSS)
November 3, 2021

+
About NASEO and NARUC
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+

Only national non-profit organization
whose membership includes the 56
governor-designated energy officials from
each state and territory
◼

Six regions across the nation to aid in
sharing lessons learned for successful policy
and program replication
◼

Committee structure includes, Electricity,
Energy Security, Buildings, Financing,
Transportation, Government Affairs, Equity
◼

About NASEO

Acts as a repository of information on
issues of particular concern to the states and
their citizens (e.g., grid modernization,
energy resilience, energy security,
cybersecurity, energy equity, energy-air
integration)
◼

Improves the effectiveness of state energy
programs and policies
◼

Serves as the voice of State Energy
Offices in Washington, D.C.
◼

+
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NASEO Project Areas
Buildings

Electricity

Energy Financing

• Building Energy Codes
• Grid-Interactive Efficient Buildings
WG
• Home Energy Labeling

• Microgrids State WG
• Comprehensive Electricity
Planning Task Force
• Resilience

• Energy Savings Performance
Contracting
• Property Assessed Clean Energy
• On-bill Financing

Equity

Energy Security

Solar

• Considerations of Equity into
State Energy Policy
• Data Implications

• Energy Assurance Planning
• Active Responses
• Cybersecurity
• Hazard Mitigation

• Solar Soft Costs
• Solar Cyber
• Low-Income Solar

State Energy Planning

Technology Innovation

Transportation

• State Energy Planning Guidelines
• Best Practices

• Technology Innovation
Processes
• Federal Activities

• Volkswagen Settlement
• REV West
• Electric Vehicles & Alternative
Fuels

Crosscutting Issues: Resilience, Energy Jobs, COVID-19, Economic Recovery, etc.

+

About NARUC

◼

Non-profit organization dedicated to
representing the state public service
commissions

◼

Public service commissions regulate the
utilities that provide essential services such
as energy, telecommunications, power,
water, and transportation

◼

NARUC's members include all 50 states,
the District of Columbia, Puerto Rico, and
the Virgin Islands

◼

Most state commissioners are appointed to
their positions by their governor or
legislature, while commissioners in 14
states are elected

◼

NARUC's members have an obligation to
ensure the establishment and maintenance
of utility services as may be required by law
and to ensure that such services are
provided at rates and conditions that are
fair, reasonable, and nondiscriminatory for
all consumers

+

NARUC Center for Partnerships &
Innovation
◼

Identifies emerging challenges and connects state commissions with
expertise and strategies to navigate complex decision-making.

◼

Build relationships, develop resources, and deliver training that
provides answers to state commissions’ questions.

◼

Resources include webinars, peer sharing calls, papers, site visits,
trainings, workshops and more.

◼

NARUC CPI conducts work in four major topical areas:
◼

Energy Infrastructure Modernization (i.e., Smart Grid, Electric Vehicles, etc.)

◼

Electricity System Transition (i.e., Distribution System Planning, Valuation
and Ratemaking, etc.)

◼

Critical Infrastructure, Cybersecurity, and Resilience

◼

Emerging Issues (i.e., innovation webinars)
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+
States and Energy Cybersecurity
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+

State Energy Offices Role in Energy
Cybersecurity
◼ Supporting

public-private cyber risk mitigation and resiliency

◼ Coordinating

with state and federal energy, intelligence, and
emergency management entities

◼ Providing

analysis of real and potential energy sector disruptions
caused by cyberattacks to policy makers and governors

◼ Responding

to a cyberattacks affecting energy infrastructure
through consequence management as part of all-hazards energy
assurance (e.g., Colonial Pipeline)
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NASEO and NARUC Cybersecurity
Work
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Cybersecurity Advisory Team for State
Solar (CATSS) Project
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+

CATSS High-Level Objectives
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+

CATSS State Participants
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+
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Key Partners
◼

American Public Power Association

◼

Sandia National Lab

◼

Archer International

◼

Schneider Electric

◼

Edison Electric Institute

◼

Solar Energy Industries Association

◼

Electric Power Research Institute

◼

Sunrun

◼

Idaho National Lab

◼

SunSpec

◼

National Electrical Manufacturers
Association

◼

Tesla

◼

UL

◼

U.S. Department of Energy

◼

National Institute of Standards and
Technology

◼

National Renewable Energy Lab

◼

CESER

◼

National Rural Electric Cooperative
Association

◼

OE

◼

SETO, EERE

◼

PJM

+
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Project Timeline and Structure
Assessment and
Exchange
• State Needs
• Industry
Perspectives
• Potential
Tools

Project Team
• NASEO Staff
• NARUC Staff

Tool
Development

Dissemination
and Outreach

• Prioritization
of Tools
• Refinement
through State
Members

Advisory
Group

Control
Group

• State
Members
• Government
• National
Labs
• Private
Sector

• State
Members
• Other
Stakeholders

• Education
• Establish
Continued
Feedback
Loop
• Create
Network
State
Members
• NASEO
Committees
• NARUC
Committees

+

State Needs Assessments

Solar Cybersecurity Education for State
Energy Offices and Public Service
Commissions

Cost Recovery and Valuation Needs
Policy and Regulation Guidance

35

+

State Needs Assessments- Education

Resources on DER
and cybersecurity
measures

Overview of the
current state of DER
security and
landscape of
research

Impact and
consequence
assessments

Roles of State
Energy Offices and
Public Utilities
Commissions

Federal and State
policy and
regulations

Standards setting
and role

36
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State Needs Assessments - Cost
Recovery and Valuation Needs
Help to determine
appropriate costrecovery
mechanisms

Cybersecurity role
in utility ratemaking

Impact of standards
on cost-recovery

Understanding of
rate recovery
mechanisms and
alternatives to rate
cases

37

+

State Needs Assessments –
Policy and Regulatory Guidance
Guidance on how to
engage utilities on
solar cybersecurity

Engagement of
states on standards
and incentives

Identification of
appropriate solutions
to having open
conversations about
cybersecurity

Guidance on state
and federal
responsibilities

Models and state
examples of toles
and responsibilities

Workforce
considerations
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+

Educate State
Energy Offices and
Public Utility
Commissions
Project Roadmap –
Potential Tools and
Resources for State Use

Create Tools for
State Organizations
to Convene and
Strategize
Provide Solution
Examples to States

+

Educate State Energy Offices and
Public Utility Commissions
Resource Library
Standards Quick Guide
Engineering and Systems
Overview

40

+
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Create Tools for State Organizations
to Convene and Strategize

Consequence
Forecasting Guidance
Organizational Role
Chart Template
Stakeholder
Engagement Strategy

+

Provide Solution Examples to States
– Menu of Potential Actions

Policy Tools Examples

Decision Support and
Assessment Tools
Programmatic and Project
Supplements/Templates

42
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Resources – CATSS Webpage

https://naseo.org/issues/cybersecurity/catss

43

+
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Thank you!

• NASEO
• Kirsten Verclas
(kverclas@naseo.org)
• Campbell Delahoyde
(cdelahoyde@naseo.org)
• NARUC
• Lynn Costantini
(lcostantini@naruc.org)
• Ashton Raffety
(araffety@naruc.org)
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10 Minute Break
Our next panel “Information Overload” - Navigating the
Deluge of Cyber and Supply Chain Guidance to Design a
Leading Practice Program”, will begin promptly at 3:10
ET/12:10 PT
48
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Information Overload – Navigating the Deluge
of Cyber and Supply Chain Guidance
Designing a Leading Practice Program for any
Maturity Level

SEIA-DOE
Cybersecurity Summit
November 3, 2021

Introduction
Luis Zaragoza

Sean McCormick

Shari Gribbin

Regulatory Compliance Manager
BayWa, r.e. Americas

Director of Operational Compliance
Cypress Creek Renewables – O&M

Managing Partner, Advisory Services
CNK solutions Corp

•

Certified Public Accountant with vast
experience in the electric industry in the
areas of regulatory policy, risk assessment
and reliability compliance

•

5 years in solar operations and maintenance
including roles as Operations Engineer,
Control Center Manager, and Director of
Operational Compliance

•

20 years experience working with vertically
integrated electric utilities in various
managerial capacities in the areas of
interconnection, control center operations,
transmission and energy trading and
scheduling.

•

Experience from initial build-out of Cypress
Creek Control Center (C4) and
implementation of NERC compliance
programs for both Generator Owner and
Generator Operator, including CIP Low
Impact requirements.

•

15 years experience in building and
maturing compliance programs in the US,
Canada and Mexico. Experience in the US
includes the areas of FERC, NERC (693 and
706, CIP), and ISO/RTO rules for major
renewable energy developers and operators

•

Responsible for programmatic oversight and
implementation of all NERC compliance
processes and cybersecurity for operations
technology (OT).

•

Retired from military service with 22 years
of both active-duty Army and Naval
reserves.

•

NERC Certified System Operator

•

22+ years in power industry. Extensive
cross-functional expertise working across
generation, transmission, distribution and
wholesale/retail marketing

•

Before CNK, 15 years with Exelon serving
last 10 in dual role as Manager, FERC
Compliance and Lead counsel across NERC
693 and CIP in both roles for all assets, all
regions. Then moved to Deloitte where
spent 5 years as a Senior Manager working
across both Cyber Risk and Regulatory
Advisory

•

Industry rep on several interagency
initiatives (including Obama EO NIST CSF
update) and Co-Founder for National Energy
Compliance Forum

•

Focuses on helping clients address their
cyber and supply chain security risks as they
increasingly intersect with operations,
business, regulatory and policy interests
within and outside of industry

Navigating Information Overload
Information Overload – It’s a Thing

It’s Complicated

Where to Start

3

Copyright @2021 CNK Solutions

Fundamentals
Start with the fundamentals and don’t invent the wheel, lots of available resources for every size, scale, maturity level.
Identify a handful of preferred trusted sources to leverage and follow

Tools & Methodologies

NIST:
https://www.nist.gov/cyberframework

CISA Cyber Resilience Review:
https://us-cert.cisa.gov/resources/assessments
4

C2M2: https://www.energy.gov/ceser/cybersecuritycapability-maturity-model-c2m2

Copyright @2021 CNK Solutions

Critical Foundation: Define Business and Risk Profile
Fundamental to taking a risk-based approach is understanding your business and risk profile. Regularly review and update
this information to inform prioritization of assets and control activities
Organizational Profile
•
•
•
•
•

•
•
•
•

Organization size and scale
Culture
Board of Directors engagement
Senior management sponsorship
Resources and personnel available to support
a program
Processes and controls capabilities
Relevant operational objectives, for example
long-term cybersecurity goals
Applicable regulatory requirements
Risk (Enterprise and Cyber)

Integrate cyber and cyber supply chain risks as part
of enterprise risk management

Enterprise & Cyber Risks
•
•
•
•
•

5

Enterprise Risk Management program or approach
Organizational risk tolerance
Risk profile relative to other entities in your sector
Aggregate cyber risk posed to the organization from
all procurements
Risk acceptance processes

•
•
•
•
•
•

Program Risk
Asset Risks
Software Risks
Domain Risks
Control Risks
Vendor Risks

Copyright @2021 CNK Solutions

Designing a Program: Enterprise Controls
Build a well-rounded program. Common gap is the failure to integrate non-cyber skillsets and design wrap-around controls
that ensure the program is designed and executed consistently and effectively

6

Copyright @2021 CNK Solutions

Designing a Program: Cybersecurity Frameworks
Several frameworks, most commonly NIST, DOE C2M2 and ISO Standards (all sectors) and NERC CIP requirements
(for power industry). Trend toward NIST is increasingly prevalent in new legislation and regulation
NIST CSF

DOE ES-C2M2

Leverage a cyber domain
framework and align
frameworks if using more
than one

NERC CIP

7

ISO: https://www.iso.org/isoiec-27001information-security.html

Copyright @2021 CNK Solutions

Designing a Program: Cybersecurity Priorities

•

Use this baseline to inform prioritization and develop riskbased security processes and controls

• Develop and document strong cyber “Incident Response
Plan” that includes Incident Identification and Response
controls
• Remember business continuity and emergency response are
not necessarily cyber incident response, don’t assume you
are ready
• Implement a cyber framework, NIST CSF is a great start. Lots
of frameworks and standards to choose from
• Frameworks often provide very high-level “checklist” but not
detailed guidance. Leverage additional material available to
inform detailed implementation of the recommended
controls. There are a lot of resources from all major cyber
regulating agencies (NIST, CISA, DOE, NERC CIP)

Account
Privileges

Identify and baseline all assets critical to operations and any
additional cyber assets critical to these

Cyber Testing

•

Risk-Based Cyber
Program

Cyber Framework

Incident Response

Critical Asset
Baseline

Breaking your “Analysis Paralysis” and getting started on implementing basic cybersecurity capabilities
•

Conduct comprehensive review of all admin, service, Active
Directory type account access and privileges. Don’t forget to assess
delegations

•

Define strong access management controls with these types of
accounts as a priority for strict “least-privilege” controls

•

Minimum quarterly audit of all accesses

• Perform periodic Cyber Vulnerability Assessments (CVAs) to
identify gaps, risks and inform prioritized objectives for security
initiatives
• Conduct regular Penetration Testing. Frequency depends on
threat landscape and risk profile but at least annually. Consider
quarterly tests with one comprehensive and the other three to
address specific risks or assets
•

Define a cybersecurity program. Incorporate enterprise risk,
business objectives and a broad cyber-physical-supply chain security
strategy + minimum standards for cybersecurity processes and
controls (your framework)

•

Establish cyber governance and compliance. Your program,
processes, controls are only as good as their implementation. Drive
consistent, effective execution through invested engagement,
routine update with input from your stakeholders and regular
assurance activities as a support service not “enforcer”

XXX
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Designing a Program: Cybersecurity Priorities (cont’d)
Incident Identification

Incident Response

Defined processes and controls to ensure
identification of cybersecurity incidents, ability
to quickly assess for escalation and activation of
Incident Response plan where necessary

Incident response process or plan and
executing controls to support strong,
consistent and strategic response
capabilities, thorough assessment,
effective mitigation and integration of
lessons learned for continuous
improvement

These processes are critical to ensure clear
guidance and processes for evaluation of
incidents to determine which ones require
activation of Incident Response

Cyber Threat Management & Incident Response
IDENTIFICATION
Defined processes and controls to ensure identification
of cybersecurity incidents, assessment and activation of
Incident Response Plan
•
•
•
•

9

Monitoring & Detection
Analysis & Classification
Escalation & Reporting
Tracking & Information Management

RESPONSE
Incident response process or plan and executing controls for
consistent, strategic response, thorough response, effective
mitigation, continuous improvement
• Defined Incident
Response Plan
• Roles & Responsibilities
• Assessment & Response

• Coordination & Reporting
• Periodic Drills
• Mitigation & Continuous
Improvement

Copyright @2021 CNK Solutions

Designing a Program: Cybersecurity Priorities (cont’d)
Cyber Supply Chain Risk Management

10
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Information Overload: Key Resources
CISA

National Labs
DOE

Trade Associations
NIST

SMEs (LinkedIn-Blogs)

Organization

Resource Links

Links

DHS – CISA

General Cybersecurity Guidance

https://www.cisa.gov/
https://www.us-cert.gov/sites/default/files/c3vp/csc-crr-method-description-and-user-guide.pdf

Cyber Resilience Review
NIST

Cybersecurity Framework (CSF)
General Standards and Guidance

https://www.nist.gov/cyberframework
https://www.nist.gov/publications

DOE

DOE Cybersecurity
C2M2 Model/Framework

https://www.energy.gov/national-security-safety/cybersecurity
https://www.energy.gov/ceser/activities/cybersecurity-critical-energy-infrastructure/energy-sectorcybersecurity-0

NERC

NERC Critical Infrastructure Protection Standards

https://www.nerc.com/Pages/default.aspx

NATF

North American Transmission Forum – Supply
Chain Initiative

https://www.natf.net/industry-initiatives/supply-chain-industry-coordination

DOE National Labs

Many of the labs work on operational and
cybersecurity and provide guidance

Tom Alrich

Blog on Cyber and Supply Chain Security

http://tomalrichblog.blogspot.com/

ISO

ISO Standards Organization – Information
Technology Security Techniques

https://www.iso.org/standard/44375.html

11
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Join us and engage!

©2021 All rights reserved. CNK Solutions Corp

@cnksolutionsco

https://www.linkedin.com/company/cnk-solutions/

1325 G Street NW
Suite 500
Washington, DC 20005
cnksolutionscorp.com

SEIA
Cybersecurity
Summit
November 3, 2021

BayWa History

Energy Infrastructure
Partners AG (EIP)

BayWa AG
▪ Founded in 1923

▪ Founded in 2014, specialist energy investors

▪ Globally presence

▪ Collective assets focused on high quality, largescale renewables and system-critical energy
infrastructures

▪ Core segments: Energy, Agriculture, Building
Materials, Innovation & Digitalization

▪ Extensive network, transaction and investment
management experience

▪ Over 3,000 locations in more than 44 countries

51%

49%

BayWa r.e. AG

BayWa r.e. AG Company Presentation 2021
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24/7 Regional
ROCC Operations

The Americas
Irvine, CA

Global Service Portfolio
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Americas Footprint

CANADA

▪ Asset Management
(PowerHub)
▪ Solar Distribution
USA

▪ Wind Projects
▪ Solar Projects

MEXICO

▪ Solar Distribution

▪ Solar Projects (based out of US)
NICARAGUA

BayWa r.e. locations

Active in the market

▪ Solar Distribution
▪ O&M Service via
our control center
in Munich

PROJECTS

OPERATIONS

Solar

O&M

Wind

IPP

SOLUTIONS

Energy
Solar
Solutions Distribution

BayWa r.e. AG Company Presentation 2021
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Our portfolio covers a broad range of renewable energies

Projects
4 GW installed capacity in wind and
solar globally.

16 GW global project pipeline solar and
onshore and offshore wind.

Operations
9 GW under operational management;

digital asset operations expertise and
technical management for solar, wind farms
and biogas plants; services in energy trading.

7 GW direct marketing portfolio and
broad energy trading services incl. PPA.

New IPP portfolio; plans to ramp up
to 2.5 GW in the medium term.

Solutions
25 years of solar distribution

experience, a wide range of quality products
and services for about 11,000
installation and sales partners globally.

Tailor-made Energy Solutions
for commercial and industrial clients
from self-consumption to green energy
supply.
BayWa r.e. AG Company Presentation 2021
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COMPLIANCE: US - NERC AND ISO/RTO
MEXICO - CENACE

NERC Regions

ISO/RTO

▪

SERC

▪

CAISO

▪

WECC

▪

ERCOT

▪

ERCOT

▪

PJM

Mexico
▪

CENACE – Centro Nacional de Control de Energia

BayWa r.e. Company Presentation 2021
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COMPLIANCE WITH NERC CIP STANDARDS
Efforts Adopted to Meet Critical Infrastructure Protection (CIP)

✓

Physical Security Controls
➢ Built physical security perimeter around facilities housing BES

✓

Follows CIP-002 “bright-line” criteria

cyber systems
➢ Instituted a lock and key control program

➢ Built compliance program to meet medium impact criteria

➢ Deployed a visitor control program

though BayWa BES Cyber systems meet low impact criteria
➢ Implemented cybersecurity training and awareness
➢ Deployed monitoring applications
✓

Work with Development, Construction and Supply Chain groups
to ensure projects are built to meet compliance requirements

➢ Manage physical access
✓

Electronic Security Controls
➢ Deployed systems to alert of suspected intrusion
➢ Hardened firewalls to allow only secure traffic

➢ Grant login credentials to vetted users
➢ Created written procedures
➢ Implemented Cyber Security Awareness
➢ Trained personnel on cybersecurity
➢ Implemented Two-Factor Authentication

BayWa r.e. Company Presentation 2021
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Thank you.

Copyright
© Copyright BayWa r.e. AG, 2021
The content of this presentation (including text, graphics, photos, tables, logos, etc.)
and the presentation itself are protected by copyright.
They were created by BayWa r.e. AG independently.
Any dissemination of the presentation and/or content or parts thereof is only
permitted with written permission by BayWa r.e. Without written permission of
BayWa r.e., this document and/or parts of it must not be passed on, modified,
published, translated or reproduced, either by photocopies, or by others –
in particular by electronic procedures. This reservation also extends to inclusion
in or evaluation by databases. Infringements will be prosecuted.

71

Powering the Solar+ Decade | 11/8/2021

Nov 3, 2021

Jake P. Gentle
Program Manager

DOE SETO and SEIA - Cybersecurity
Summit: Securing Our Solar Future Today

INL/MIS-21-65017

DOE SETO and SEIA - Cybersecurity Summit: Securing
Our Solar Future Today
• Special Presentation: Idaho National Laboratory | 4:00-4:15 PM ET
• SEIA is leveraging the expertise and capabilities of Idaho National
Laboratory (INL) to bring continued renewable sector-specific solutions to
SEIA’s members. We will discuss the relevant initiatives being led by INL
that can position our members and our industry to lead the way to
addressing cyber and supply chain security threats now and in the future.
As one of the longest-serving national labs in our nation, INL has led U.S.
energy security and industrial competitiveness by ensuring the availability
of clean energy and developing improved technologies to protect the
environment. SEIA is honored to work with INL and leading on Securing
Our Solar Future Today.
• Speakers:

• Introduction: Gizelle Wray, Director of Regulatory Affairs and Counsel, SEIA
• Jake Gentle, Senior Power Systems Engineer, Critical Infrastructure Security &
Resilience

Securing the path to Net-Zero

17 US DOE National Laboratories
Idaho National Laboratory
Idaho falls, Idaho

Pacific Northwest National Laboratory
Richland, Washington

National
Renewable
Energy
Laboratory
Golden, Colorado

Argonne National
Laboratory
Argonne, Illinois

Ames Laboratory
Ames, Iowa

Fermi National Accelerator Laboratory
Batavia, Illinois

National Energy Technology Laboratory
Morgantown, West Virginia
Pittsburgh, Pennsylvania

Brookhaven
National Laboratory
Upton, New York

SLAC National Accelerator
Laboratory
Menlo Park, California

Princeton Plasma
Physics Laboratory

Lawrence Berkeley
National Laboratory

Princeton, New Jersey

Berkeley, California

Thomas Jefferson
National Accelerator Facility

Lawrence Livermore
National Laboratory

Newport News, Virginia

Livermore, California

Savannah River
National Laboratory
Aiken, South Carolina

Sandia National
Laboratory
Livermore, California
Albuquerque, New Mexico

Los Alamos National Laboratory
Los Alamos, New Mexico
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Oak Ridge
National Laboratory
Oak Ridge, Tennessee

’

f
INL covers
890 square
miles,
nearly the
size of
Rhode
Island

5300 Staff • 298 Buildings • 40 Miles Road
17 Miles Rail • 3 Fire Stations

Cybercore Integration Center

Global Security Challenges
• Secure industrial
• Nuclear
control systems
nonproliferation
across critical
safeguards and
infrastructure sectors
security

• Enabling the
warfighter and
supporting first
responders

• Global security
against nuclear and
radiological threats

• Secure
and resilient
electric grid

• Wireless security
and spectrum
crunch

I L is positioned to address t e wor d’s most c a en i n
problems in: Critical Infrastructure Protection and Resiliency,
Advanced Grid Security, Wireless Security, National Defense
Systems, and Advanced Manufacturing Security.
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Mission: Critical Infrastructure Protection
Power
Systems &
Engineering
Cyber
Security &
Resilience

Wireless
Security &
Testing

Secure
Renewable
Integration

Infrastructure
Analysis

Education
& Training
Industrial
Control
Systems

Deve opin so utions to t e nation’s comp e
critical infrastructure challenges.

Advanced Grid Security

Resilience of
Electric Energy
Delivery Systems

Cybersecurity for
Renewable
Energy

80

Cybersecurity
Informed
Engineering

Advanced Wireless Security

Untrusted 5G
Network
Assessment
Program

Wireless
Spectrum
Communications
Program
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Wireless
Security
Institute

Department of Homeland
Security Support
All Hazards
Analysis

Regional
Resilience
Assessment
Program
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Industrial
Control
Systems
Incident
Response
Program

COVID-19
Logistics
Support

Advanced Manufacturing Cybersecurity

$111M*

DOE $70M, Match $41M *to date

TRL 2-6

Focus on fundamental challenges

50+

Initial national members

NCMS

Over 600 industry partners

6

of Top 10 Cyber
Universities

5

Manufacturing
USA Institutes

3

National
Laboratories

60

Manufacturing
Test Beds

114

Research Facilities
and Test Beds

1Trillion

Vulnerability instances nullified

DOE SETO FY22 Project(s): S2G - SolarCERT
OT cyber-risk determination through a
“tuned” so ar power p ant eva uation too

Cyber OT Risk Analysis and assessment
tuned to Solar operators and owners

Cybersecurity valuation through risk analysis
and capital investment strategy aligned with
Solar operators and owners

DOE SETO FY22 Project(s): S2G – CyberStrike for Solar
INL is working with the
Department of Energy on
developing a version of the
CyberStrike Training
hardware and curriculum
that focuses on renewable
energy systems.

Jake P. Gentle
Program Manager | Infrastructure Security
jake.gentle@inl.gov | 208-526-1753
Idaho National Laboratory | 1955 Fremont Ave. | Idaho Falls, ID | 83415

86

87

Powering the Solar+ Decade | 11/8/2021

E xc e p t i on a l s e r v i c e i n t h e n a t i o n a l i n t e res t

DER Cybersecurity Standardization
Jay Johnson, Sandia National Laboratories
Cybersecurity Summit: Securing Our Solar Future Today
Panel 4: Department of Energy and the National Labs
Update on Critical Cyber Initiatives
Nov 3, 2021

SAND2021-13583 PE

Sandia National Laboratories is a multimission laboratory managed and operated by National Technology and
Engineering Solutions of Sandia LLC, a wholly owned subsidiary of Honeywell International Inc. for the U.S.
Department of Energy’s National Nuclear Security Administration under contract DE-NA0003525.

Is there a national DER cybersecurity standard? Not yet.
IEEE 1547.3 Guide for
DER Cybersecurity is
going to Ballot now.

CA IOUs/CPUC/SIWG is also
working on cybersecurity
recommendations for Rule 21.

CyTRICS and SBOMs

Introduction to CyTRICS™
The Department of Energy’s program for cybersecurity
vulnerability testing and digital subcomponent
enumeration
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Improves
cybersecurity
supply chain
for ICS

Uses expert
testing

Identifies
commonmode
vulnerabilities

Partners with
vendors and
asset owners

Relationships
& Continuing
Engagement

Focused on
Operational
Technology
software and
firmware in
Energy Sector
key systems

Leverages
technical
expertise
across five
DOE National
Labs for
testing

Focused on
issues
impacting
multiple
models, brands
or types of
equipment

Recognizes
that many
stakeholders
working in
concert are
needed to
address
vulnerabilities

Facilitates
sharing of
findings and
mitigations to
impacted asset
owners

CyTRICS Program Overview
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Software Bills of Materials
• Executive Order 14028, Improving the
Nation's Cybersecurity
− Requires that Software Bills of
Materials be provided to the
purchaser for each product
− Many vendors are developing
’ s to read for comp iance

• Energy Sector SBOM Proof of Concept:
− Learn about SBOMS
− Identify key use cases for your
organization
− Identify who should be involved
− Identify needed tools and
information

To Join the POC: inl.gov/sbom-poc
93

@PublicPowerOrg #PublicPower

Energy Sector
SBOM
Proof of Concept

Thank You!
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Proactive Intrusion Detection and
Mitigation System for DER Cybersecurity

Department of Energy Solar Energy
Technologies Office Project #34234
Sandia National Laboratories:
Shamina Hossain-McKenzie (PI), C. Birk Jones, Adam Summers,
Brian Wright, Nick Jacobs, Adrian Chavez
Electric Power Research Institute
OPAL-RT Technologies

Click to edit master subtitle style

DNK LLC

Sandia National Laboratories is a multimission laboratory managed
and operated by National Technology & Engineering Solutions of
Sandia, LLC, a wholly owned subsidiary of Honeywell International
Inc., for the U.S. Department of Energy’s National Nuclear Security
Administration under contract DE-NA0003525.
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SAND2021-13758 PE
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Project Background and Motivation

DERs have increasingly sophisticated functionalities that allow for
autonomous and remote grid support services
• Includes advanced communications capabilities, access interfaces, and third-party
software

The communications and access interfaces associated with DERs
present a variety of attack vectors that can be exploited
• 2017 report on 21 vulnerabilities in SMA inverters
• 2015/2017 Ukrainian grid cyber attacks
• 2021 Colonial Pipeline cyber attack
Smart inverters play prominent roles in DER systems and need to
be secured; compromise impact is growing as PV penetration rising
• Improve hosting capacity with reactive power support
• Enable IEEE Std. 1547 grid-support functions
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Project Objectives

The PIDMS sensor will
leverage cyber-physical
data and operate at the
grid-edge to achieve
distributed, device-level
defense

It will not only detect and
alarm adversarial activity,
but also take preventative
and/or mitigative actions
automatically in response
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High-Fidelity, Cyber-Physical
Emulation Environment

• Communication network
modeled in minimega
• Virtual machines deployed in
minimega run EPRI DER
Simulator
• Virtual inverters
• Connected to OPAL-RT
models of distribution and
transmission systems
• HIL inverters
• HIL PIDMS
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PIDMS Sensor: Data Collection and Storage

PIDMS queries
inverter for
physical data
points

Network traffic
is collected by
Snort and Zeek

Data is stored
in Elasticsearch
database

ML algorithms
process cyberphysical data

Resultant
alarms and flags
shared through
MQTT
protocol

Cyber traffic is collected
using Zeek and Snort

Physical data is
collected via inverter
DAQ system to
collect PV
performance data

The PV performance data and the network
traffic packets are stored locally on
Elasticsearch

100

PIDMS Methodology
Hybrid IDS approach that combines signaturebased and behavior-based techniques and
processes cyber-physical data
• Signature-based: Zeek and Snort
• Behavior-based: ML algorithms
• Testing autoencoder, support vector machine,
and adaptive resonance theory
• Simultaneous online learning and detection via
incremental learning

Correlation analysis with separate cyber-physical datasets;
also testing approach with single, combine dataset

Inverter
manufacturer
establishes
connection
every 30
minutes
(considered
normal)

Normal

Denial-ofService

Aggregator check
VVC status and
enables it, if
necessary, each
morning around
8:15 AM.

Data w/in learned
ART-ANN
hyperboxes

DoS detected data well outside
learned ART-ANN
hyperboxes
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Mitigations

DoS Mitigation
Example

PIDMS Cyber-Physical Mitigations

Cyber
Block or drop malicious
packets; block attacker IP
addresses

Physical mitigations

Deployed via Zeek/Snort
as built-in or custom
rules

Restoring control
operations; resetting
default or backup settings

Scenario Before DoS

During DoS
w/o PIDMS

RTT 0.531 ms

No response

During DoS w/
PIDMS w/o
mitigation
Mostly no response,
~3.435 ms

For resuming control
operations, using
LAPART-NN Approach

During DoS w/ PIDMS
w/ mitigation
0.558 ms

Mitigation deployed was to
drop traffic when the DoS
is detected and thresholds
are violated
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Cyber-Physical Observability
Developed definition of cyber-physical
observability (CPO) for the grid
• Cyber-physical observability: requires that all
nodes in the cyber network graph can
reconstruct the full internal state of both the
cyber and physical graphs and their related
dynamical models
• Combined network observability and grid
observability approaches and leveraged
directed graphs

CPO definition and developed network model approach
were used to create PIDMS placement algorithm
• Aim to achieve cyber-physical observability with minimum number of
PIDMSs in DER system
• Optimization procedure that maximizes observability of cyber-physical
system states and deviations was developed and tested
• Currently being tested within emulation environment
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Evaluation of PIDMS
• The project team has developed various attack scenarios to test the PIDMS within the cyber-physical
emulation environment
Attack
Insider Threat:
Inverting VoltVAr curve

Detected?
Yes

Unauthorized
Client Access
Spoof TCP
Handshake
Man-in-theMiddle Denial of
Service
Reconnaissance

Yes

Packet Replay
Denial of
Service: SYN
Flood
Man-in-theMiddle Data
Spoof
Distributed
Denial of
Service

Yes
Yes

Yes

•

To obtain more thorough metrics on the detection accuracy of the PIDMS, the team
conducted a variety of attack scenarios in a logical progression in the form of a
reconnaissance attack cyber kill chain
• It includes a variety of adversary actions and ends with exploits
• For the exploits, we tested DoS via SYN flood and unauthorized client access
• For reconnaissance scenario, obtained 99.9% accuracy

Yes

True Positive Rate

False Positive Rate

Yes

Yes

Yes

False Negative Rate True Negative Rate
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PIDMS Visualization: DoS Scenario
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Future Directions

The PIDMS sensor is able to process
cyber-physical data with a hybrid IDS
methodology and perform both
detection and mitigation at the gridedge in a distributed implementation

Future Directions

• Has been developed and tested with PV inverter communications
• Has been tested with Modbus, DNP3, and IEEE 2030.5 communications
• Can perform deep packet inspection with Modbus and DNP3
• Can only identify IEEE 2030.5 traffic

• Testing PIDMS with additional DER systems
• Exploring sophisticated, adaptive mitigation strategies
• Developing approach to perform deep-packet inspection with IEEE 2030.5 traffic
• Exploring multi-level, distributed PIDMS implementation further with PIDMSs at
utility-level
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Related Project Papers
Publications
• Chavez, A., Lai, C., Jacobs, N., Hossain-McKenzie, S., Jones, C.B., Johnson, J., Summers, A., “Hybrid Intrusion Detection System
Design for Distributed Energy Resources,” 2019 IEEE CyberPELS Workshop, Knoxville, TN, USA, 2019.
• Jones, C. B., Chavez, A., Darbali-Zamora, R., Hossain-McKenzie, S., “ Implementation of Intrusion Detection Methods for
Distributed Photovoltaic Inverters at the Grid-Edge,” The Eleventh Conference on Innovative Smart Grid Technologies, 2020.
• Jacobs, N., Hossain-McKenzie, S., Summers, A., Jones, C. B., Wright, B., Chavez, A., “Cyber-Physical Observability for the Electric
Grid,” Texas Power and Energy Conference 2020, 2020.
• Jones, C.B., Lave, M., Reno, M. J., Darbali-Zamora, R., Hossain-McKenzie, S., “Volt-Var Curve Reactive Power Control
Requirements and Risks for Feeders with Distributed Roof-Top Photovoltaic Systems,” Energies,Vol. 13, Issue 17, 2020.
• Hossain-McKenzie et al., “Proactive Intrusion Detection and Mitigation System: Packet Replay Attacks in DER Systems,” Power
and Energy Conference at Illinois, 2021.
• Jones et al., “Unsupervised Online Anomaly Detection to Recognize Cyber-Attacks on Internet Connected Photovoltaic System
Inverters,” Power and Energy Conference at Illinois, 2021.
• Lai et al., “ Review of Intrusion Detection Methods and Tools for Distributed Energy Resources,” Sandia National Laboratories,
SAND2021-1737, 2021.
• Jacobs, N., Hossain-McKenzie, S., Summers, A., “Modeling Data Flows with Network Calculus in Cyber-Physical Systems: Enabling
Feature Analysis for Anomaly Detection Applications,” Energies, 2021.

Patents
• Non-provisional patent: filed 3/31/21 “Proactive Intrusion Detection and Mitigation System”

Thanks! Questions?
shossai@sandia.gov
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2030.5 Communications Detection

Sequence of Events
1 Signature rule for
2030.5 snort detection
2
3

Snort process
running
Snort logs empty

5 Snort detection of
2030.5 communications
displayed

Replay 2030.5
traffic from attacker
system. Detection of
2030.5 traffic is based
on certificate
information.

PIDMS Terminal

4

Attacker Terminal

Jones et al., “Unsupervised Online Anomaly Detection to Recognize Cyber-Attacks on Internet
Connected Photovoltaic System Inverters,” Power and Energy Conference at Illinois, 2021.
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Simultaneous Online Training and Learning

The coordination of learning and anomaly detection involved both training and testing analysis
• Incremental learning involved the analysis of data as it became available

First data instance was assumed to be normal and was analyzed by the ART-ANN to establish initial template
As data was added, anomaly detection was performed; if the new data was considered normal, then it was allowed to be learned
• If it did not resonate, the extent of its divergence from the vigilance parameter was examined to flag as potential cyber attack
• If it did resonate, the data instance was allowed to be learned
• Example analysis used data features provided by the Zeek network sensor connection logs: connection time, number of conn./min, response packet bytes, and
originator packet bytes

Incremental learning involved the
analysis of data as it became
available

•The number of data
instances increased over
time and the data behavior
is described in the 3D
plots for each 24-hour
period
•The first two days
collected what was
considered normal behavior
•Day 3 a SYN flood cyber
attack was implemented on
the PV inverter

Blockchain R&D for Accelerated
Technology Development
Sydni Credle, PhD, PE
Technology Manager, Crosscutting Research Sensors & Controls

Presentation to

SEIA DOE Cybersecurity Summit
November 3, 2021

MISSION
Driving innovation and delivering solutions for
an environmentally sustainable and
prosperous energy future:
•
•
•

Ensuring affordable, abundant and reliable energy
that drives a robust economy and national security,
while
Developing technologies to manage carbon across
the full life cycle, and
Enabling Environmental Sustainability for all Americans

VISION
To be the nation’s premier energy technology
laboratory, delivering integrated solutions to
enable transformation to a sustainable
energy future.
11
1

Accelerating Technology Development
Nurture technologies from initial idea/concept through the various stages of development,
including proof of feasibility, prototyping, field testing, etc.
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Blockchain for Optimized Security and Energy Management (BLOSEM)
• Create a multi-lab, unified testing platform (BLOSEM UTP) that has interoperability to
support a wide variety of blockchains. This testing environment will be representative
of the modern grid of the future by encompassing generation, transmission,
distribution, and end user (edge) for the electric grid.
• Identify and implement specific use cases that leverage inherent features of
blockchain & ledger-based technologies to prevent, detect, and mitigate cyberattacks.
• Accelerate the pipeline of validated cyber-physical security concepts from
laboratory to utility sector, de-risking through standardized metrics and testing.

DOE Grid Modernization Lab Call (GMLC) – sponsored by FE, OE, and NE

GMLC BLOSEM PROJECT
Blockchain for Optimized Security and Energy Management (BLOSEM)

Unified Testing Platform (UTP)
•

Enable the ability to rapidly connect blockchain solutions
with grid emulation environments (HIL & Co-Simulations)

•

Emphasize modularity, interoperability, and reusability to
more rapidly connect and evaluate diverse blockchain
solutions

•

Develop core functionality in a use case agnostic manner,
easily extendible to new grid emulation system
configurations

DOE Grid Modernization Lab Call (GMLC) – sponsored by FE, OE, and NE

GMLC BLOSEM PROJECT
Blockchain

BLOSEM UTP

Grid Emulation

Co-Simulation

Smart Contract
Control Platform

Verify Trigger

Update Ledger
- Asset Status

API Gateway

Confirm
Response

Device
Web
Agent

I/O

Integrity
Function

GMLC BLOSEM PROJECT
➢ Developed for the financial sector, blockchain technology

(with built-in security features like cryptographically
protected identity, immutability, byzantine fault tolerance)
may be leveraged for secure communications at grid
scale.

➢ A cohesive, integrated strategy to evaluate, assess,

and mature blockchain-based technologies for
cybersecurity use cases within the U.S. energy sector.

➢ Creation of a clear technology development pathway

to successfully transition innovative, ledger-based
solutions from laboratory to commercial deployment.

GMLC BLOSEM PROJECT
UTILITY BLOCKCHAIN
INDUSTRY GROUP (UBIG)

Energy Web Foundation

Thank You!
VISIT US AT: www.NETL.DOE.gov
@NETL_DOE
@NETL_DOE
@NationalEnergyTechnologyLaboratory
CONTACT:
Sydni Credle
Technology Manager, Sensors and Controls
National Energy Technology Laboratory
304-285-5255
sydni.credle@netl.doe.gov

Andrew Hlasko
Program Manager
U.S. DOE, Office of Fossil Energy and Carbon Management
202-586-8352
andrew.hlasko@hq.doe.gov
GMLC BLOSEM Project Information
Email: blosem@netl.doe.gov
Website: https://netl.doe.gov/blosem

